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BLEDoorGuard: A Device-Free Person
Identification Framework Using Bluetooth Signals
for Door Access

Wei Shao, Thuong Nguyen, Kai Qin, Moustafa Youssef, and Flora D. Salim

Abstract—Recently, door access control with Internet of Things
(IoT) has become increasingly popular in the field of security.
However, conventional approaches such as video-based or biologi-
cal information based cannot satisfy the requirements of personal
privacy protection in the modern society. Hence, a wireless signal
based technique which does not need users to carry any devices,
called device-free have been introduced in recent years to detect
and identify persons. In this paper, we present BLEDoorGuard, a
wireless, invisible and robust door access system which leverages
received signal strength indicator (RSSI) from Bluetooth Low
Energy (BLE) beacons to recognise a person who accesses a door.
We evaluated BLEDoorGuard in two real world scenarios: the
first is an office with a key lock, and the second is a meeting room
with swipe card access. We exploit the characteristics of use of
BLE for person identification and propose a two-step algorithm
with multiple classifiers. We demonstrate that BLEDoorGuard
is capable of identifying the actual user during door access with
an accuracy of 69% and 62% among groups of 6 and 10 people,
respectively.

Index Terms—Device-free, Access control, Bluetooth, Activity
recognition

I. INTRODUCTION

Person identification is a key area in mobile and ubiquitous
computing [1] [2]. When an individual is identified in a
context-aware and personalised system, the application content
can be customised. Additionally, the task of identifying the
person forms the groundwork for security monitoring solu-
tions, to provide authenticated access to a secure facility or
resource [1]. Traditional approaches use Internet of Things
(IoT) devices (e.g, on-body sensors, mobiles) to track and
identify the user who wears them. Recent research on human
detection and localisation using wireless signals provides a
more flexible solution to the person identification problem
[3]. This device-free technique outperforms traditional person
identification methods in various ways. It employs wireless
signals generated from environmental devices such as WiFi,
radio-frequency identification (RFID) generators or Bluetooth
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beacons, to detect, localise and recognise the person in a
particular region.

One state-of-the-art approach called WiWho using WiFi was
proposed by Zeng et al. [2]. This framework used channel state
information (CSI) for person identification, showing that RF-
based techniques can identify persons in specific areas from a
small group of people (from 2 to 10 people). WiFi techniques
can be applied in places such as smart homes and offices
where there is an active WiFi connection. However, in places
with door access and other temporary constructions, it is not
reasonable to assume that WiFi system and electrically charged
systems exist because WiFi systems need at least one router to
establish a connected network, and this may not be available
in the above scenarios. Sugino et al. [4] proposed a human
motion detector with low energy Bluetooth beacons, based on
the assumption that human activities can be detected using
Bluetooth beacons. Compared with other popular device-free
techniques such as WiFi and RFID, Bluetooth beacons are
more portable and energy efficient. For example, Bluetooth
beacons called iBeacon, use Bluetooth 4.0 techniques, which
can run for more than one year without changing the batteries.
The size of the Bluetooth beacons can be smaller than a coin
and therefore, they can be deployed anywhere. Despite these
advantages, Bluetooth signals have some limitations such as
low sampling rates and unstable signal strength. The other
drawback is that the coverage range of Bluetooth signals is
smaller than the range of WiFi. According to our preliminary
study and technical document, the valid range of Bluetooth
beacons in a room is less than 10 meters. Although the range of
standard beacons has been expanded to 70 meters, such signals
are too weak to distinguish changes caused by obstacles. To
the best of our knowledge, there is no work on exploring the
potential use of Bluetooth Beacons for person identification
problem.

Based on our preliminary studies, we aim to solve the person
identification problem using Bluetooth signals. Moreover, we
focused on a real application of identifying a person out of n
known people in a door access system, using only Bluetooth
signals in the environment. In this scenario, Bluetooth beacons
are preferable. Bluetooth beacons do not require pre-installed
infrastructure such as a power system, exchange routers or
a network system. Bluetooth-based person identification only
requires a couple of portable Bluetooth beacons and a battery
operated receiver which can run for years. They can also be
reused if the system is moved to other places. Additionally, low
energy Bluetooth techniques can save more energy compared
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with other device-free approaches.

It is challenging to identify a person who enters a room
using RF signals generated by Bluetooth beacons [5]. For
example, in a key based door access system, people enter
the room following a sequence of activities: walking to the
door, getting the key from their pocket and standing in front
of the door, inserting the key and opening the door, and finally,
closing the door. Coarse-grained device-free techniques cannot
distinguish every activity of every different person. However,
through a series of experiments outlined in Section IV, we
observed that the behavioural patterns of each different person
in the door access process are slightly different. Further, the
same individual is likely to adopt a similar pattern each time
when accessing the door. For instance, some people tend to
open the door with their hands, someone prefer to use their
shoulder, and some even like to kick the door open. Though
some people may open the door in the same way, the speed
of opening and, the body angle varies among people, which
presents an opportunity to identify people by their behaviours
during the door access.

Inspired by our observations, we proposed a two-step iden-
tification process to identify a person during door access.
The first step aims to recognise actions of each participant
especially the length of each action. The second step is to
identify the person using the temporal information of the
actions. In the first step, we use Bluetooth signals to extract
features for action recognition. As the recognised labels can
be in any order and may not be an appropriate sequence of
action, we align them using a dynamic programming technique
to assure the order of the actions. In the second step, we use
the recognised labels in the first step to compute temporal
features of the actions. Since different person usually spend
different amount of time on each action during door access,
it is possible to identify each person with extracted temporal
features. Another challenge associated with Bluetooth signals
are the low sampling rate and noise. Compared with WiFi
and RFID signals, the sampling rates of Bluetooth Beacons
are much lower, which can undermine the ability to recognise
people’s actions during door access. To manage this problem,
we applied a sinc interpolation method and a Kalman filter to
remove the noise and compensate for the sampling rate.

We evaluated the BLEDoorGuard framework using two
real-world cases: a door with a key lock and a door with a
smart card lock. For each case study, we recruited two groups
of volunteers (6 and 10 volunteers, respectively) to access
doors. They were asked to conduct each action during door
access as they usually did. Each participant repeated the door
access procedure 10 to 20 times. A camera was used to capture
the data collection process and to extract the action time and
person identity for each door access process.

In short, our main contributions in this paper are:

« We conducted the preliminary studies to reveal the poten-
tial use of Bluetooth beacon in the person identification
study.

« Based on a preliminary study, we designed a two-step
algorithm to identify people. We employed the temporal
features and activity recognition results to identify who
opened and closed the door in the framework.

« We conducted an evaluation of BLEDoorGuard in real
world scenarios and achieved acceptable performance. We
recruited two groups of people, with the groups differing
in the number of participants and designed a practical
experiment. We built a complete dataset of videos and RF
signal files. We applied the proposed framework to this
dataset and identified the person from the groups with 6
and 10 people respectively, in two different scenarios.

The remainder of the paper is organised as follows. Sec-
tion II introduces the related work. Section III provides an
overall picture of the system design and goals. We conducted
a preliminary study of Bluetooth characteristics for person
identification in Section IV. The techniques used in data
preprocessing and detection are shown in Section V. We
designed and proposed a two-step algorithm in Section VI and
conducted related experiments in Section VIIL. In Section VIII,
we discuss the limitations of this paper and briefly propose
some solutions in the future. We conclude in Section IX.

II. RELATED WORK

Person Identification: Person identification is attracting
widespread interest in ubiquitous computing research com-
munity. Cornelius proposed an approach which employed
coherence between accelerometers on body to identify persons
with on-body sensors [1], [6]. In their study, users were
required to wear sensors for long periods in order to collect the
data. It was highly invasive and annoying for the users to wear
the devices for a long time, especially for elderly participants
[4], [7]. There are some non-invasive approaches for user
modelling leverage specifically designed infrastructure sensors
which area embedded into the environment. For example,
Orr and Abowd [8] used a force sensor installed under the
floor to sense the ground reaction force of footsteps. Features
were then extracted from signals of the force sensor and used
to recognise people. Another line of work used a capacitive
sensing system installed under the floor to track user’s mobility
trajectories, and identified users by recognising the patterns of
their trajectories [9], [10]. These approaches, however, require
installation of specifically designed infrastructure, which usu-
ally extremely expensive.

Device-Free Techniques: Device-free is a pervasive tech-
nique that can detect, localise, and recognise activities us-
ing radio signals. Device-free systems leverage radio-based
wireless devices to capture the transmitting signals in the
environment. As an object or a person may interfere with
the signal, the mobility of this subject or person can be
captured by the changes in signals. In device-free systems,
the user does not need to carry any devices or sensors [11].
Device-free techniques have been used in many ubiquitous
applications, such as indoor localisation [12]-[14], gesture
recognition [15]-[17] and activity recognition [3], [18], [19].
Youssef outlines several challenges in the device-free area
[20]. The main challenges include human detection, tracking
and identification.

Device-Free Activity Recognition Human activity recog-
nition is one of the most important applications of device-free
technology. WiBreath [21] used the RF-based techniques to
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measure the respiration rate of users. WiSee [22] [23] claims
that wireless signals enable gesture recognition in the whole
room, which can be applied to non-line-of-sight and through-
the-wall scenarios. They extracted gesture information by em-
ploying the Doppler shift effect. One of latest work proposed
by Aljumaily [24] also used wireless networks to recognise
human gestures. The magnitude of radio signals has been
used for human activity recognition for many years. Since the
magnitude of signals is easy to be influenced by environmental
noise, WiFi CSI is introduced to activity recognition area
and is widely used in many activity recognition applications
[25], [26]. Kim et al. summarised some important works on
device-free activity recognition with CSI data [27]. Bo et
al. [28] recognised static and non-static activities with high
accuracy using WiFi CSI. They extracted the weighted average
value of the signals as the main feature for classification
[29]. Another important sub-area in activity recognition is the
motion detection. The RASID system [30] used a number of
RF generators and a laptop as the receiver to detect the motion
of users. Compared with existing work, their system is non-
parametric and robust.

Device-free Person Profiling There are few studies on
person identification using device-free techniques [31], [32].
WiDisc [33] is able to distinguish three different subjects
by leveraging radio signals. It uses traditional fingerprint
methodology and only needs few training data. However, this
system, to some extent, cannot identify users as it only uses
three classes of people— tall, medium and small. Nevertheless,
this study provides useful preliminary work for attempting to
identify a user profile using wireless signals. The state-of-the-
art device-free technique involved person identification using
WiFi CSI based gait recognition. Both WiWho and WiFi-
ID attempt to recognise person in smart places such offices
and rooms using WiFi CSI together with gait recognition
approach [2], [34]. In these two works, their systems were
evaluated using groups of 6 and 10 people. Interestingly,
WiWho [2] and WiFi-ID [34] achieved a close accuracy with
similar experimental settings and algorithm. WiWho removes
the distant multipath noise and high frequency noise with
FFT techniques while WiFi-ID remove the noise with a
Butterworth filter and a median filter. WiWho detected the
walking cycle of each person and extracted features of each
step. It establishes a gait pattern profile by analysing step
features. WiFi-ID separates signals with specific frequency and
chooses the most distinguishable band as the unique sign of
each person. Inspired by this work, we go further beyond user
profiling to person identification, and investigate the feasibility
of recognising user actions and explore the identity of users
who access the door.

III. OVERVIEW

In this section, we define the problem of person identifi-
cation during door access. We also describe the design goals
and scenarios. Challenges and assumptions are also discussed,
provides a clear overall view of BLEDoorGuard.

A. Preliminary

Definition 1: (Person during door access) A volunteer is a
tuple u =< f,(d),tst, >, where f;(@) is the time person
spend on each activity during door access and #; and t, are
the start time and end time.

Definition 2: (Task) An access door task T is a sequence
of activities associated with different time intervals. The order
of each activity for each person is fixed but the time interval
for each activity for each person can be different. Therefore,
T = ay,ay, ..., a,, where m denotes the number of activities
during door access.

Definition 3: (Sensed data) The sensed information is repre-
sented as multiple channel time-series data D = Cy, Cy, ..., Cy4,
where d is the number of channels and C is the signal strength
generated from Bluetooth beacons.

B. Problem Definition

Given volunteers U = {uj, up...,u,} with a start location
L and end location L., the person identification during door
access problem is to recognise u; from U with D generated
from the door access task 7' performed by person u;. Each
volunteer u; perform the same task and the associated data D
is labelled with the ID of each person u;.

C. Usage Scenarios

The Bluetooth beacons need to be located around the door
noting that people walking up block the line-of-sight between
the receiver and the beacons. The door can be key-based or
card-based. Each person takes similar actions and follows the
same order to open and close the door. The design goals of
the system are low cost, device-free and privacy protected.
The system should not be used in places where an error in
person identification can lead to severe consequence since the
accuracy cannot achieve 100 percentage. Though applicable
scenarios therefore are limited, our system could also be useful
in many privacy-orientated locations that do not require ultra
high accuracy and where there is no complete infrastructure
system such as a WiFi access point. More conveniently, such
a system can be installed and unset effortlessly. Bluetooth
beacons and receivers can be placed almost everywhere and
no specific knowledge is required.

D. Challenges

Using Bluetooth beacons for person identification is chal-
lenging. First, although some studies [4] show that Bluetooth
signals can detect and localise a person, it is not clear whether
this can be applied to person identification problems. Secondly,
the sampling rate of multiple beacons are lower than WiFi
or RFID, which increases the difficulty in addressing the
problem. Thirdly, impulse noise and multipath fading problem
need to be addressed. Finally, human labelling errors have
negative effects on the accuracy of classification, hence labels
need to be aligned. We propose corresponding solutions to the
above challenges in the following sections.



JOURNAL OF IXTEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

1 Time Window Segmentation

Bluetooth Singles ](Df_?]tti:l:zp‘;‘o‘;esscsmg Person Step 1:
P i Activity
C}:ptur'ed bvy ] removal, missing data Approjachmg Y“F R;';'I: ition
ceetvers interpolation) : | 8

1 Ali of Activity Labels

' acti Step 2: Person !
2 Bluetooth Feature Extraction R 7 i 0[ 2 Activity Temporal Feature Extraction |

3 Activity Classification

[

|
|| Video Capture When
|| Person in Door Access

2 Feature of Each Activity Extraction

3 Activity Temporal Feature Extraction

Fig. 1. BLEDoorGuard architecture.

E. Framework

Fig. 1 presents the framework of our person identification
system which is comprised of three main components: data
collecting and preprocessing, training and a two-step algo-
rithm.

In the first component, as illustrated in the top left of Fig.
1, the Bluetooth receiver can obtain signals from Bluetooth
beacons in the environment. In the first step, we placed
multiple Bluetooth beacons inside and outside of the door.
Each beacon periodically transmits Bluetooth signals corre-
sponding to a preset frequency. Multiple channel time-series
data was collected and stored in a database. In the second
step, a Kalman filter [35] was applied to this data to solve
the multipath fading and impulsive noise problem. Compared
with other RF signals from WiFi and RFID, the sampling rate
of Bluetooth signals is much lower (2 - 10 Hz). In addition,
multiple Bluetooth beacons compete with each other, which
leads to a further decrease in the sampling rate. The low
sampling rate undermines the ability of predictive models
to estimate the activities of person, and are likely to cause
missing data problem in a short time window. Moreover,
the signals from different channels are not synchronised due
to propagation path length and competition. Therefore, an
adequate method needs to be considered as a compensatory
approach to increase the sampling rates and synchronise the
channels. Sine interpolation is a sound interpolation method
applicable to Bluetooth signals [36].

In the training session, a camera was used to capture videos
during door access. For each task, we manually labelled cor-
responding time-series data with person ID u; and timestamps
for each action. The features are calculated for each time
window where the window covers the entire actions during
door access. The last step aims to analyse the temporal features
of each person and build a training model with machine
learning methods.

The proposed two-step algorithm consists of the action
recognition aspect and the person identification aspect. In the
action recognition aspect, the first step was to divide time-
series data into fixed length non-overlapping time windows.
In the second step, features were extracted from each time
window. Finally, a classifier was used to recognise action of
each time window. In the person identification aspect, the
labels of action first are needed to be aligned, because the
classifier does not take the order of activities into account.
Therefore, we applied a dynamic programming alignment

Person
Identification
Prediction

Person
1 Identification
Classifier

method to revise the labels of each time window. Finally,
the time windows with the same label were combined and
temporal features were calculated from each action. With the
training data and temporal features extracted from testing
sets, person ID can be recognised using machine learning
classifiers.

FE Assumptions

BLEDoorGuard assumes everyone accesses the door with
the same set of actions and that all actions are conducted
in the same order. This is consistent with our observation
that most people access the door with the same actions but
with different time cost and all actions follow the same order.
For example, standing in front of the door should always be
undertaken after walking to the door. BLEDoorGuard system
cannot track multiple person at the same time. The current
BLEDoorGuard system can only identify a single person dur-
ing door access. Multiple person identification has a significant
effect on Bluetooth signals and requires more study. Bluetooth
signals vary with any moving obstacle in the coverage area.
Hence any other moving objects make the prediction more
difficult. In summary, BLEDoorGuard is designed to identify
a single person who accesses door with a set of fixed order
activities detected by environmental Bluetooth signals at any
given time.

IV. FEASIBILITY STUDY

Although researchers have used WiFi or RFID to identify
people in a device-free environment and have explored the
characteristics of these two techniques, the properties of Blue-
tooth Beacons in such scenario are still unknown. Compared
with RFID tags and WiFi generators, Bluetooth has its own
unique features such as shorter range, lower tolerance of
spatial density, orientation sensitivity, lower reading rate and
occlusion effect. Therefore, we perform a series of experiments
on Bluetooth Beacons which are similar to the experiments
conducted in [2], in order to address the following questions:

e Occlusion: Is there any noticeable pattern in the Blue-
tooth signals when a person enters the Bluetooth coverage
area? Does the orientation of the human body have a
significant effect on signals strength?

« Differences in Temporal Features Extracted from
Activities Among People: Can we only use temporal
features of each action to distinguish them during a door
access environment?
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Fig. 2. Overall RSSI patterns for different rotation angles.

« Consistency of Temporal Features of Each Action for
the Same Person: Do the temporal features extracted
from actions during door access by the same person
remain the same over time?

A. Occlusion with Human Body Orientation

We aim to identify people through signal variation. Hence,
it is necessary to explore the correlation between the occlusion
situation and signal strength. We asked 10 volunteers to stand
in a different orientation relative to the mobile beacons and
we measured RSSI when the subject rotated their body. The
mobile device was positioned at 1 metre high and 2 metres
away from the beacons. The location of people was on the line-
of-sight between the receiver and beacons. Zero degree means
the subject is facing the Beacon while 180 degree means the
subject is facing to the mobile device. Additionally, the body
of the subject rotates counter-clockwise during the process.
In the experiment, we observe that the RSSI varies for each
person in the case of 10 subjects. A box-plot graph of these
results is shown as Fig. 2.

Fig. 2 illustrates the RSSI variation for different rotation an-
gles of the 10 volunteers. The median RSSI value of the group
with no occlusion in Fig. 2 is much higher than any other
group, which suggests that RSSI values drop significantly if
any subject blocks the line-of-sight between the Bluetooth
beacons and the receiver. Additionally, the medians (which
generally will be close to the average) of those groups with
different occlusion values are all at similar levels, although
the box plots in these groups show different distributions.
The groups with 0 and 180 degree rotation angles tend to
have higher signal strength. In contrast, groups with the other
three rotation angles (45, 90 and 135 degrees) had lower RSSI
results. The conclusion drawn from Fig. 2 related to the first
question above, suggests that it is possible to detect a person
during the door access area with signal strength alone, and
that different occlusion angles lead to variations in RSSI.

B. Actions during Door Access

One assumption of our system is that each person accesses
the door via a series of actions of fixed order. Therefore, it
is important to verify that it is possible to recognise activities
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Fig. 3. Signal strength for activities during door access.
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Fig. 4. Signal strength for activities of multiple people.

from signal strength, and that temporal features extracted from
those actions are different for each person. The door access
actions consist of walking to the door, standing in front of the
door, pushing the door and closing the door. Each action has its
own unique identity in the shape of the signals. Therefore, we
deployed a single mobile device and four Bluetooth beacons
within a reasonable range of the mobile device and collect
signals from them. In the preliminary study, We choose the
beacon which was located behind the door as an example and
draw the variation of signal during door access and each action
time window of this beacon in Fig. 3.

We divided whole signal session into four parts. In the
first part, the person is walking towards the door without
any limitations or particular requirements. That is, the person
walked the same way as they did in everyday life. In the second
step, the person is standing in front of the door and inserting
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the key. Then the person tries to open and close the door. All
labels of actions reflected the typical pattern people follow
to access the door. We set a start point and end point for the
scenario. The start point was around 2 meters outside the door.
The end point was positioned inside the door. The volunteers
were required to walk from the starting point to the ending
point without any on-body device.

From Fig. 3, it can be observed that the signal strength fell
when people approached the door because the person blocked
the line-of-sight from the Bluetooth beacons and the receiver.
In the standing phase, signal strength does not vary much
because the person does not move. A static subject has a
small effect on signal strength, which has been tested in the
occlusion part of the experiment. When the subject opens the
door, this lead to a rise in signal strength because the door
cannot block the line-of-sight any more. Finally, the door is
closed and the signal strength returns to the original level. Fig.
3 shows that the action of people during door access can be
observed from variation in signal strength.

We repeated same experiments for four different people and
illustrated the RSSI variation during the process in Fig 4. In
the Fig 4, we observe that RSSI profile from each person
are significantly different in each action. Nevertheless, it is
still difficult to distinguish people only with RSSI profile.
Therefore, we propose a two-step algorithm in this paper to
transform the RSSI profile to temporal features. In the next
subsection, we will show that temporal information is a more
effective sign to distinguish persons.

C. Differences in Temporal Domain of Actions Between Two
People

Although we are able to detect a person and recognise
their actions from Bluetooth signals. More experiments are
required to confirm whether temporal features extracted from
actions during door access are sufficient to distinguish different
people. In order to investigate these differences, a multiple
person comparison experiment was conducted. We randomly
chose two volunteers from the group and asked them to access
the door 20 times. For each round, the temporal features were
extracted from each action. As a result, two 4 X 20 matrices
compose of time cost for each action were generated. We
conducted a two sample unpaired t test to examine whether
these temporal features were statistically significant different.
Table I shows that the p value of all actions were less than
0.05. It can be concluded that there is a statistically significant
difference between the means of the two groups. That is, the
temporal features such as the mean time taken for each action
are different for different people. Consequently, it is possible
to identify a small group of people with only temporal features
of each action during door access.

D. Consistency of Temporal Features of Actions over Time

In this study, it was important to confirm that the temporal
features of each action of the same person should remain
the same over time in the same scenario. In order to verify
the consistency problem, subjects were asked to repeat the
door access procedure 20 times over two days. The subjects

TABLE I
THE RESULTS OF TWO SAMPLE UNPAIRED T TEST FOR TEMPORAL
FEATURES OF EACH ACTION OF TWO PEOPLE.

Action p-value u(Personl)  u(Person2)
Walking 1.742e-7 4.66 3.87
Standing | 6.942e-12  4.86 1.20
Opening | 1.833e-9 2.50 1.72
Closing 0.01982 3.40 3.18
| ‘
o5
g
3 %
g

Walking Standing Opening Closing

Action

Fig. 5. The time cost for different action of the same person.

undertook four actions each time, and these were completed
10 times on each day. Prior to each round, they were asked
to wait for three minutes. The box-plot graph of the results is
illustrated in Fig. 5. It shows that the time elapsed for each
action each time by the same person are similar even across
the span of a day.

E. Summary of Preliminary Study

From the above preliminary study, we can conclude that
Bluetooth signals can detect door access activity and recognise
activities based on the temporal features of each action. In
addition, Bluetooth signals for each action for the same person
remain similar over time. This motivated us to design a
person identification system based on Bluetooth signals and
the temporal features of each action.

V. BLUETOOTH SIGNALS PREPROCESSING

The signals were generated from Bluetooth low energy
(BLE) beacons which employ Bluetooth 4.0 standard. There
are numerous advantages of BLE beacons such as low energy
consumption, small size and portability. However, compared
with other device-free techniques, BLE beacons signal pro-
cessing is more difficult due to its specific characteristics. We
conducted a series of experiments to test the BLE Beacons we
had at hand and also investigate other studies on Bluetooth
signals. Finally, we summarize some key points we need to
pay attention to in the system and approach design. Firstly,
the sampling rate of BLE Beacons is lower than other device-
free techniques such as WiFi CSI and RFID. The maximum
sampling rate of BLE Beacons we have is 10 Hz. The real
sampling rate we finally obtained is even lower than this
setting frequency because the power of the receiver also plays
an important role in sampling rates. Also, multiple beacons
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competition has a negative effect on sampling rates and quality
of signals. As a consequence, the signal data we obtained are
sparse in temporal domain and the timestamps were likely to
be shifted. Hence, We need a signal interpolation methodology
to compensate. Secondly, multipath fading problem affects
the RF signals [37]. Multipath fading problem is caused by
reflection from a distant object or person. The Bluetooth
Beacons propagate signals in environment and signals are
reflected by the obstacles in different position, which results
in multipath inference and causing multipath fading problem.
Lastly, the normal noise such as impulse noise is common
appeared in the Bluetooth signals, which has a negative effect
on the accuracy of action recognition. Due to these factors, we
need to consider two important issues in data preprocessing —
(1) noise filtering and (2) signal interpolation.

A. Noise Removal

There are two primary types of noise data in Bluetooth
signals, multipath fading and impulse noise. To address this,
we applied Kalman filter and median filter to the signals
processing. The Kalman filter is a conventional method used
to handle multipath fading problems [38] and the median filter
is good at removing impulse data. Based on our observation,
we set the time window with 1 second length. We used the
robust adaptive online repeated median filter package [39]
which is good at processing low frequency time-series signals
to remove impulse noise. The Kalman filter [40] with default
settings was applied to fix the multipath fading problem.

B. Sinc Interpolation

To address the issue of low sampling rates in the Bluetooth
signals, we need to compute signals values at an arbitrary
continuous time from existing discrete-time samples of the
signal amplitude. Sinc aims to resample the signals using
sine cardinal function. Before sinc interpolation, the sampling
rates varies from 2 Hz to 10 Hz, and it is difficult to extract
features with fixed length time windows. This is because
sometimes a window contains no data points. Interpolation
method is capable of fill the window which contains no any
data points. The other advantage to use the interpolation is
the synchronisation between different Bluetooth beacons. In
our experiment, multiple Bluetooth beacons with different
time systems are used for transmitting signals. Although each
Bluetooth beacon transmits signals at the same sampling rate,
the receiver tends to obtain data selectively. That is, the
sampling rates of each beacon in the receiver terminal are
different. Consequently, if we apply a fixed length window
to time-series signals from different beacons, some may only
have data from a subset of beacons. The sinc interpolation
method solves this problem as signal data from all channels
is continuous after the resampling.

VI. A TwWO STEP PERSON IDENTIFICATION ALGORITHM

With the hypothesis that people take the same actions with
different time during the door access, we implemented the
recognition algorithm in two steps (shown in algorithm VI). In

the first step, we recognised the actions during door access by
classifying the Bluetooth signals. Then in the second step, we
used the actions recognised in the first step to derive temporal
features of each action. The person who accesses the door can
be identified by these temporal features with classifiers. The
details of these steps are described in algorithm VI.

Algorithm 1 Two - Step Person Identification Algorithm

Input: The set of RSSI records for all the activities, R;
Output: Predicted result of different persons’ ID, I;;
Step 1 (Action Recognition):
Apply time segmentation to Rp;
for each time segment s € R, do

for each beacon b € s do

Calculate the number num, mean y and standard
deviation o for the RSSI values;

6: Create a new list [ with b, num, u and o;
7: Add [ to the set Tj;
8
9

EANE - e

end for
: end for
10: Apply normalisation to 7},;
11: for each record r € T,, do
12: Predict action label through r via traditional classifiers;
13: end for
14: Build matrix P with each cell(i, j) that is the probability
of assigning segment j to action i;
15: Obtain a new matrix D in which the elements are com-
puted via Equation 1;
16: Arrange the action labels € 7, in time order by tracking
backward from D;
17: Step 2 (Person Identification):
18: for each action a € T,, do

19: Compute the time duration ¢ for a;
20: Add ¢ and a as new row into set J,
21: end for

22: Apply normalisation for ¢ € J,;
23: Predict the persons’ ID [, through J,;
24: return /,;;

A. Action Recognition Using Bluetooth Signals

In this step, we recognised the actions performed by the
users during door access. These actions include walking,
standing, opening the door and closing the door. We di-
vided the sequences into one second segments and dealt
with each segment as a sample for action classification. We
used Bluetooth signals to derive the features. We considered
each pair of a BLE beacon and a phone as a data channel.
The total number of channels may vary in different settings.
For example, in our case study 1, we used 4 BLE beacons
and one mobile device, which established 4 channels. For
each channel in a time window, we extracted three features:
the number of readings, mean and standard deviation of
signal strengths. We then normalised these features to a unit
range and use them as input features for action classification.
We tested our framework using some traditional classifiers:
decision tree, simple artificial neural network and random
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Fig. 6. An illustration of dynamic programming alignment of action labels
to the segments.

forests. We also used some neuron networks-based methods
such as multilayer perceptron(MLP), Long short-term memory
(LSTM) and Gated recurrent unit (GRU) to solve this problem.
For MLP, The input layer for each classifier consisted of
features extracted from each time window. The output layer
listed the actions during the door access process. For LSTM
and GRU, as we interpolated Bluetooth signals, the frequency
of signals are the same for all samples. Therefore, we can use
the magnitude of signals as the input. In this experiment, we
use an existing code to recognise each action [41]. We also
modified the code to GRU-based version.

In the classification process, there is no constraint on the
predicted labels in a sequence of segments, they can be in
any order, e.g. open the door then insert the key. Therefore,
we need to form them into an appropriate order. For this
we perform a smoothing step using a dynamic programming
technique. Input of this smoothing step is a matrix P with one
dimension representing the segments in a sequence and the
other one representing the action labels. Each cell (i, j) in the
matrix is the probability of assigning segment j to action i.
The aim of this smoothing process is to obtain a matrix D in
which the elements are computed as:

D;j = Pij X min | D1 -1, Di-1,j, Dij-1] (D

where P; ; is the probability of assigning segment j to action
i. This filling process is illustrated in Fig. 6. After filling the
whole matrix D, we can find the appropriate action assignment
by tracing backward from the bottom right corner.

After applying this smoothing, the predicted action labels
are in a designated order. More importantly, the segments
that are classified into a particular action are consecutive in
time order. Therefore, we can use them to compute temporal
features of action for user identification in the second step.

B. Person Identification Using Two Step Approach

Using the recognised labels of actions, we derived the
temporal features, i.e, the time duration for each action. We
computed the time interval for each action and normalized
this to a unit sum. We use these normalised numbers as
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Fig. 7. A general layout of BLEDoorGuard.

features for classification. Similar to the previous step, we
employed three traditional classifiers: decision tree, neural
networks and random forests. We also applied the MLP to
this supervised classification problem. The input layer of each
classifier consists of the temporal interval for each action of
each time window. The output layer lists the ID of each person.
In this step, LSTM and GRU are also used. The input is a
series of temporal information of each action of one sample.
The output is the identify of a specific person.

VII. EXPERIMENT SETTING AND RESULTS

We evaluated our approach in two case studies correspond-
ing to two popular types of doors: access using keys and access
using smart cards.

A. The BLEDoorGuard System and Settings

We propose a framework to recognise each action in door
access and use the temporal features of actions to identify
person. Our BLEDoorGuard framework leverages 2.4 GHz
wireless devices deployed in the environment to collect the
data, and volunteers do not need to carry any devices. Mul-
tiple Bluetooth Low Energy (BLE) beacons are used as the
signal transmitters, and a cheap Android phone with Bluetooth
component is used as the signal receiver. These devices were
deployed around the door area so that the person or the door
can interfere the line of sight between the transmitter and
receiver. This deployment can capture the interference of the
user or the door via changes in RSSI. Fig. 7 shows a general
scenario. The user is under the converge of Bluetooth signals.
In different scenarios, the deployment of beacons are also
different. For example, the deployment of beacons in case
study 1 - the door with key lock is illustrated in Fig. 8. In
this figure, two BLE beacons are attached to the door in order
to capture the changes of door position and the presence of
users when they stand in front of the door. Other beacons are
deployed opposite to the door, behind the door and at the top
of the door. The receiver (the mobile device) is placed opposite
the door to capture the RSSI signals from each beacon. The
phone and three beacons are placed at the same height at 1
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Fig. 9. Layout of beacon and phone setting in case study 2.

meter. An beacon is set at 1.8 meters height at the door as
we want to also use the height of the people to distinguish
them. This is because taller people are more likely to occlude
the signals from that beacon. Fig. 9 shows another case which
uses a smart card instead of the key. It takes less time than the
first case, therefore the difficulty of the second case become
much higher. The results also show that the accuracy is less
than that in the first case.

An important aspect of this framework is the sampling
rate of the devices. To identify this, we ran several tests on
different types of phones and noted the difference at maximum
sampling rates. For example, a HUAWEI P7 was able to
capture around 10 Bluetooth samples per second, while an LG
40 could record only about 5 samples per second. The missing
rate of Bluetooth samples could increase gradually when
more beacons were deployed around the phone. Therefore, the
number of beacons needs to be controlled properly in order
to get an optimal recorded rate of recorded samples for data
analysis. We finally decided to use a sampling rate of 8 Hz
for our experiments.

To capture Bluetooth scans in the phones, we implemented
an Android application that can regularly scan for surrounding
Bluetooth signals and record the detected MAC address, RSSI
and time stamp. We also need to record the ground-truth of
time interval required for each action during door access. For

this, we used a camera to record the whole process of the
experiment and extracted the start and end time of each action
which were observed from the video.

B. Case Study 1: Access Using Keys

1) Data Collection: In this first experiment, we applied
our framework to a door which is accessed by a key. To
capture the Bluetooth data, we deployed four beacons and
one mobile device at different position facing the door. We
set the sampling rate at 10 Hz. There were ten participants in
the data collection procedure. Each participant was requested
to perform the process of 4 actions described above, repeating
the process several times. In total, we obtained 200 samples
from ten users. The start and end time stamp of each action
along with the identification of the users were recorded.

2) Person ldentification Using Temporal Features: To first
test our hypothesis on the unique manner of accessing the
door, we evaluated user classification using temporal features
derived from the ground-truth labels. For every door access
(considered as a sample), we computed the time interval
required for each action. We normalised these features to a
unit sum, i.e. the sum of all features in a sample is equal
to 1. We tested with three traditional classifiers (decision tree,
simple neural networks and random forests) and deep learning
methods (MLP, LSTM and GRU).

We randomly split the data into training and validating sets
with equal numbers of samples. We fed the training data
to the classifiers to obtain the trained model and used the
trained model to classify the samples in the validation set. We
computed the accuracy of the classifier by computing the rate
of correct samples over the total number of samples in the
validation set. We repeated the process 100 times and random
forests were performed the best achieving a mean accuracy
of 91 percent (See Table II). This high performance of user
identification verify the feasibility of our hypothesis.

Motivated by the high performance obtained on the temporal
features derived from ground-truth, we demonstrate the use of
Bluetooth signals for user identification in a two-step process
as below.

TABLE I
ACCURACY OF USER CLASSIFICATION USING TEMPORAL FEATURES OF
ACTIONS ON KEY DATA

Classifier | Accuracy
Decision tree 0.79
Neural Network | 0.82
MLP 0.85
LSTM 0.75
GRU 0.76
Random Forests | 0.91

3) Action Recognition Using Bluetooth Signals: The aim of
this step was to recognise the actions from Bluetooth signals.
For this, we firstly segmented the data into 1.0 second time
windows with 0.9 second overlaps. We then computed the
number of readings, and the mean and standard deviation of
each data channel during each time window. As there were
four beacons and one mobile device in this experiment, we had
four data channels. In total, we derived 12 features. We use 1/3
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TABLE III
ACCURACY OF ACTION CLASSIFICATION USING BLUETOOTH SIGNALS ON
KEY DATA
Classifier | Non-smoothing | Smoothing
Decision tree 0.35 0.61
Neural network | 0.42 0.62
MLP 0.49 0.64
LSTM 0.50 0.66
GRU 0.42 0.60
Random forests | 0.50 0.70
TABLE IV
ACCURACY OF PERSON CLASSIFICATION USING TWO-STEP APPROACH ON
KEY DATA
Classifier Accuracy
Random guess 0.10
Decision tree 0.41
Neural Network | 0.45
MLP 0.49
LSTM 0.36
GRU 0.32
Random Forests | 0.62

of the data as the training set and evaluate using the remaining
set. The reason for this split rate is that we will further split
the validation set into a training and a test set to evaluate
the user identification in the next subsection. The segments
of a particular sequence (a door access) belong to either the
training set or the test set. We fed the training data to the
classifiers and used the trained model to classify the samples
in the validation set. We repeated the whole process 10 times
and report the mean accuracy obtained by three classifiers in
the second column of Table III.

We then applied the smoothing step (cf. Fig. 6) on the
classification results of the aforementioned classifiers and
report the mean accuracy in the third column of Table III.
As can be seen in the table, this smoothing step improves the
accuracy of 26% for decision tree and 20% for random forests.
Random Forest performed the best among all classifiers in this
experiment.

4) Person Identification Using Two-Step Approach: In this
step, we use the action labels given by random forests (the best
classifier) to extract temporal features of the actions similar to
that of Section VII-B2. We randomly split the validation set
in the previous step into two sets that have equal number of
samples to make the training set and test set. We feed the train
data to the classifiers and use the trained model to classify the
samples in test set. We repeat the whole process 10 times for
each validation set of step 2 to make 100 pairs of training
and test sets. We report the average accuracy in Table IV.
The highest accuracy, about 62 percent, is obtained by random
forests.

C. Case Study 2: Accessing Using Smart Cards

1) Data Collection: In this second experiment, we exam-
ined our framework on a door locked using a smart card lock.
The series of actions performed during each door access was
similar to the previous experiment, except that the unlocking
action was performed using a smart card instead of a key. We
tested our framework using a different setting of four BLE

beacons and one phone. We recruited six participants, each
performed the door access 10 times. In total, we recorded 60
samples for the six users.

2) Person ldentification Using Temporal Features: Similar
to case study 1, we firstly used temporal features derived from
the ground-truth labels to identify the users. We randomly
split the data into training and test sets with equal numbers
of samples. We repeated this evaluation 100 times and report
the average accuracy in Table V. The highest accuracy, about
93%, was again obtained by random forests, identifying six
different users on average. The result shows that it is also
feasible to distinguish person access the door using temporal
features.

TABLE V
ACCURACY OF USER CLASSIFICATION USING TEMPORAL FEATURES OF
ACTIVITIES ON SMART CARD DATA

Classifier | Accuracy
Decision tree 0.72
Neural network | 0.87
MLP 0.90
LSTM 0.68
GRU 0.72
Random forests | 0.93

3) Person Identification Using a Two Step Approach: We
repeated the same process in the first case study. The mean
accuracy for action classification is reported in Table VI. This
table shows that the smoothing step improved the accuracy
about 16% to 19%, and the highest accuracy was also obtained
by random forests.

The average accuracy for user classification using recog-
nised actions is reported in Table VII. We also report the
accuracy of random guesses as a baseline method. As shown
in Table VII, the accuracy obtained by our approach is much
higher than that of random guesses.

TABLE VI
ACCURACY OF ACTION CLASSIFICATION USING BLUETOOTH SIGNALS ON
SMART CARD DATA

Classifier | Non-smoothing | Smoothing
Decision tree 0.42 0.61
Neural network | 0.44 0.62
MLP 0.49 0.65
LSTM 0.38 0.58
GRU 0.42 0.61
Random forests | 0.59 0.75
TABLE VII

ACCURACY OF USER CLASSIFICATION USING TWO-STEP APPROACH ON
SMART CARD DATA

Classifier Accuracy
Random guess 0.17
Decision tree 0.35
Neural network | 0.23
MLP 0.65
LSTM 0.30
GRU 0.34
Random forests | 0.69
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Fig. 10. The accuracy in person identification with different group sizes. We compared methods with smoothing step and without smoothing step. The left
figure shows the experimental result in case 1 and the right one shows the case 2.

D. Person Identification with Different Group Sizes

For each of the group sizes, we evaluated the BLE-
DoorGuard with random forests. Fig. 10 shows the average
accuracy of person identification with different group sizes
for non-smoothing identification and smoothing identification
in both scenarios. With increasing group size, person identi-
fication drops for both non-smoothing and with- smoothing
methods. It is because that larger group increases the chances
that people have similar temporal features in door access.
We found that the smoothing method significantly boosted
the accuracy of person identification across all group sizes.
In summary, group sizes play an important role in person
identification accuracy in our system. Since our system was
applied to small groups of people who were accessing the
same room, we believe it still practical and useful in these
cases.

VIII. LIMITATIONS AND FUTURE WORK

In this section, we discuss several limitations of the current
framework and algorithm, along with our ongoing work and
potential future directions.

Firstly, the low accuracy of person identification in the
large group undermines the capacity of this system. Higher
accuracy is needed if we would like to apply the framework
to more scenarios, especially for security monitoring. There
are two potential solutions to improve the accuracy of the
current system. Firstly, the size of the training set used in our
experiment is limited. Larger training sets with more people
and more samples is likely to boost the accuracy of person
recognition. We can also conduct more experiments with
different setting and different groups of people, which also can
boost the accuracy. In our experiments, deep learning solutions
did not perform better than some traditional classifiers. It is
because that the number of training samples is too small for
complicated networks. Underfitting problem is obvious in our
experiments. The second solution is to use more advanced
Bluetooth beacons. IoT techniques are booming in recent

years, which provides more advanced hardware include new
Bluetooth beacons. High frequency and more robust Beacons
are likely to improve the accuracy because we can get richer
information such as details of human activities.

Secondly, the case studies in this paper are specific. Ap-
plying our framework in varies scenarios such as human
behaviour recognition, shopping habit profiling and working
style identification is our next goal. All applications should
be relevant to person identification and activities, and tem-
poral features should have significant effect on distinguishing
persons.

Thirdly, the system was not used in real life, but was
only tested in controlled experiments. In the future, we will
apply this system to more sophisticated environment with
larger group of people. Additionally, our framework is not
specific to Bluetooth. It can also be applied to other RF-based
system such as WiFI or RFID. We plan to use other RF-based
technique to evaluate our two-step approaches in the future.

IX. CONCLUSIONS

We have presented the BLEDoorGuard framework using
Bluetooth beacons and receivers to recognise person during
door access. We also explored the characteristics of the use
of Bluetooth in person identification problems. We evaluated
our framework on two different case studies: a door with
a key lock and a door with a smart card lock. Using the
recognised action labels to compute temporal features for user
identification, we achieve 95 to 62 percent accuracy from
2 to 10 person respectively. Our experiments show that the
BLEDoorGuard is feasible for person identification during
door access with limited number of people. More complicated
and real-world scenarios would be considered in the future
experiments. Our framework is potentially to be extended to
many similar person identification scenarios such as hotel
check, hospital check and car driver identification. We plan
to commercialise the system and collaborate with industrial
partners in the future. More studies can be conducted with
different real-world scenarios and more participants.
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